The aim of this article is to present a cryptosystem with a new key exchange protocol based on Diophantine equations of polynomial type. Our protocol is inspired by that of H. Yosh whose security comes from a translation of Diophantine equations. We suggest here a key exchange protocol relying on the hardness of solving Diophantine equations in the ring of S-integers.
Introduction
The starting point of public key cryptography is considered in the article of Diffie and Hellman [1] where the authors describe a new kind of cryptography, including the need of a key distribution system, known as the Diffie-Hellman key exchange protocol. The theory of public key cryptography has gone through a vast development since the introduction of their protocol. Some protocols turned out to be un-secure, and others were considered to be safe. However, a breakthrough due to the continuous efforts may break the security of any protocol, so creating new key exchange protocols remains one of the primary tasks in the theory of cryptography. Indeed, key exchange protocols are mainly based on mathematical problems, which are sufficiently difficult.
In 2011, H. Yosh [2] suggested the use of a key exchange protocol, the security of which is based on the hardness of solving Diophantine equations (indeed, the meaning of key exchange protocol here is slightly different from the usual terminology, but we follow the way proposed in [2] ). In [3] , N. Hirata-Kohno and A. Pethő analyzed the protocol due to Yosh, revealing several weaknesses of the protocol, and suggested a modification of it. They removed partially the weaknesses and suggested a choice of the parameters, which is secure against ciphertext-only attack.
We give here a new key exchange protocol based on S-integer solutions to Diophantine equations with an example, relying again on the idea by Yosh, but additionally combined with the complexity of S-integers. In our new protocol, the public key size is much less than in the previous versions, but provides at least the same level of security.
The key exchange protocol of H. Yosh
Let R be a ring. The protocol of Yosh is defined in the case R = Z, but the idea works in the same way for different rings, therefore we shall present the protocol in a general case. In [3] Hirata-Kohno and Pethő simplified the protocol of Yosh, according to their needs, however that is essentially the protocol of Yosh. We shall describe it now in details.
Alice and Bob are willing to agree in a secret key using only unsecured channels for their communications. In order to do this they perform the following steps:
(i) Alice chooses elements r 1 , . . . , r m ∈ R and constructs a polynomial Diophantine equation with coefficients in R: 
. . , b n odd, and defines the function
so as to be invertible. Then Bob computes the polynomial
and takes a random element
(iv) Bob then sends g and h to Alice through the unsecured channel, but he keeps the elements a i ∈ R ai,bi to the bijective polynomial functions T ai,bi , and obtains the value
which should be the shared secret of Alice and Bob.
Previous results concerning the security of the protocol of Yosh
In [3] the authors proved the correctness of the protocol of Yosh, simplified it and gave a careful analysis of the security of the simplified protocol.
They also suggested a finite field version. For the choice of the polynomial f the most important requirement is that it has to be extremely hard to solve the equation
More precisely the authors proved in [3] : has a solution in X 1 from the finite field or not, can be answered in probabilistic polynomial time [4] , and in the case, a solution also can be found in probabilistic polynomial time. This might enable the attacker to find many solutions to the equation (1), which in view of Proposition 1 undermines the security of the protocol. So we cannot consider the finite field version of the protocol safe.
Thus in the present paper we suggest a variant of the protocol of Yosh, which works over the rational integers and the ring of S-integers, in the case when considerably more solutions to (1) are needed to break the protocol.
Our new key exchange protocol on the ring of S-integers
In many cases, even if it is not possible to completely solve a Diophantine equation, it may be feasible to find several "small" solutions by chance. This makes the protocol of Yosh un-secure, both in its original form and in the modified form analyzed in [3] . This weakness might be compensated by choosing the parameter n large, but as pointed out in [3] , this becomes impossible by practical considerations. Further, by the same reason the positive integers b i (1 ≤ i ≤ n) must be also very small. Thus the number of the free parameters a i ∈ R and
We mention that the polynomial functions T ai,bi in the protocol of Yosh are of a special form only because this form may guarantee that their composite function is invertible. So, in our new key exchange protocol, first we suggest to choose a general polynomial function T which is invertible, instead of the function T an,bn (. . . T a1,b1 (X) . . . ) .
Second, let S = {p 1 , . . . , p k } be a finite set of distinct rational primes with a suitable k. Consider a rational number a/b with a, b ∈ Z and gcd (a, b) = 1, such that the (possibly empty) set of prime divisors of b is contained in S. This rational number is a so-called Sinteger (corresponding to the specific set S). Denote by Z S the set of S-integers. Clearly, this set Z S is a subring of Q ⊂ R and Z S contains Z. The elements of Z S have the property that in their denominators, the exponents of the primes lying in S can be arbitrarily large.
In this article we choose R = Z S and we present the following modification of the protocol of Yosh. The main idea is that Alice considers r 1 , . . . , r m ∈ Z S and Bob chooses T ∈ Z S [X] in the step of the construction of the polynomial T , that makes the key exchange protocol possibly more secure, relying on the difficulty of finding solutions in Z S by random search.
Choosing a solution in Z S , we note that it is an easy task to find a Diophantine equation which vanishes at this selected solution, but it is not at all easy to find a solution to a given Diophantine equation in S-integers. This is a typical one-way function to make a key exchange protocol.
Our new key exchange protocol is as follows. Alice and Bob choose a finite set of distinct rational primes S = {p 1 , . . . , p k } with a suitable large k. They keep this set S and proceed as follows.
(i) Alice chooses elements r 1 , . . . , r m ∈ Z S and constructs a polynomial Diophantine equation in m unknowns with coefficients in Z:
S is a solution to the equation (2) 
(iv) Bob sends g and h to Alice through the unsecured channel, but he keeps the polynomials T (X) and
(v) Alice, in the possession of g and h, computes the values s = g(r 1 , . . . , r m ) and u = h(r 1 , . . . , r m ), and sends the element u to Bob through the unsecured channel, while she keeps the value s secret.
(vi) Knowing that the polynomial function T : R → R is strictly monotonically increasing continuous function, indeed bijective, Bob computes the value
To ensure that T : R → R is strictly increasing we need that dT /dX is positive on R. This is fulfilled if the degree of T is odd and the coefficients are well chosen.
Here we have to mention that in the last step of the protocol, to compute s one can use the secant method for the polynomial T (X) − u, since we know that s is the only real root of T (X) − u = 0.
Proposition 2 The protocol described in Section 4 is correct.
Proof Alice can compute s because she knows g and r 1 , . . . , r m . As f (r 1 , . . . , r m ) = 0, we have
Since H(r 1 , . . . , r m ) = T (g(r 1 , . . . , r m )) = T (s) and T (X) is invertible, we have 
Security aspects
We analyze our protocol from mathematical and cryptographical point of view. It was proved in 1971 by Y. Matijasevic (see [5] ) that the solvability of polynomial Diophantine equations in integers, thus in S-integers too, is algorithmically not decidable. Nevertheless, there are also large classes of Diophantine equations which can be solved by algorithms (see e.g. [6, 7] ). However, as in our protocol, if a polynomial is constructed with a prescribed solution, then this solution can be computed in at most exponential time in the size of the solution.
In order to have our protocol efficient enough, we have to choose the form of f such that its parameters are easy to compute, when a solution vector is given. On the other hand, by Proposition 1, we have to choose f such that it is hard to find solutions (r 1 , . . . , r m ) ∈ Z m S to the equation
These requirements are obviously contradictory. We argued in [3] that diagonal polynomials may satisfy both requirements.
The parameters g, T and r can be chosen randomly, thus h is a random element of the T (g) + f Z S . Besides f also g, h and u are public objects, and the relation h(r 1 , . . . , r m ) = u is public as well. Thus already a passive adversary knows that (r 1 , . . . , r m ) satisfies the "system" of equations
When m > 4, if h is chosen as a random polynomial and f as a diagonal one such that this system defines a non-singular algebraic variety in R m of codimension 2, we may expect that it is at least similarly hard to find an S-integer solution to (3) as to (1) .
We have to mention a weak point of our protocol. The key pairs of public key cryptosystems are stable objects, they can be used several times. This property is used in multiple-user setting such as a client server model. However, the public keys in the protocol of Yosh do not have this property and the polynomial f and its roots are only for a single action. If Alice would create with k partners common keys using always the same f and r 1 , . . . , r m then denoting by h 1 , . . . , h k the corresponding polynomials computed in Step (iii) and setting it cannot be applied in multiple-user setting. We should concentrate us on this problem against multiple-user setting in our future work.
We also point out that there might exist a way to obtain the value g(r 1 , . . . , r m ) = s without precisely knowing r 1 , . . . , r m , but only f, h, g and u being given. An investigation about such a possibility is an important and essential problem, which is to be considered in our situation.
Example
Finally we present an example as follows. Let S := {167, 359, 379}. We perform the following steps. Alice keeps an S-integer solution (r 1 , r 2 , r 3 , r 4 , r 5 )
